8 Best Practices for Avoiding Data Breaches™

*Based on Eight Data Security Best Practices Revealed by Recent AG and FTC Enforcement Actions
by Ann-Marie Luciano and Jawaria Gilani, published in Cybersecurity Law Report, January 8, 2020.

Analysis of recent state Attorney General and Federal Trade Commission enforcement

actions shows that companies should focus on access control, threat awareness
and advanced technical security measures.
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Adopting these eight best practices can mitigate the likelihood of a future data breach and help reduce
the risk that regulators will find fault in the reasonableness of an organization’s data security practices.
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